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Network Architectures & Software

SCADA Control Systems SeminarSCADA Control Systems SeminarSCADA Control Systems Seminar



[File Name or Event]
Emerson Confidential
27-Jun-01, Slide 2

Remote Automation SolutionsRemote Automation Solutions 2

SCADA CommunicationSCADA CommunicationSCADA Communication

� Physical media
– Copper direct connection

– Phone line

– Ethernet

– Wireless

� SCADA device communication protocols
– ASCII, Modbus, DF1, DNP3, BSAP

– Modbus TCP/IP, CIP, BSAP/IP

– DeviceNet, Profibus, Foundation Fieldbus

� Standard Internet/Intranet protocols
– IP, FTP, html, Active X

� Open connectivity protocols
– OPC

– ODBC
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Wireline SCADAWireline SCADAWireline SCADA

� RS 232
– Up to 115 KB 

– Point-to point local connections up to 100 feet

� RS 422/485
– 2 & 4 wire 32 node multi-drop up to 2000 feet

– Up to 115 KB

– Numerous 232 to 485 converters

� Private leased-line
– Diminishing in SCADA market

– Increasingly expensive

– Questionable reliability

– Slow- only 1200 to 19200 baud 

� Dial-line
– Public telephone network

– Used for infrequent data collection and backup line

– Up to 56 KB

RS232

Cable

Pull harder
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EthernetEthernetEthernet

� Ethernet

– IEEE 802.3 standard

– 10 Mbps, 100 Mbps & 1 Gbps

– Copper connections

• 10/100Base-T

• 100 meter

– Fiber optic connections

• Up to 2000 meters

– Wireless connections

• No distance limit

• 900 MHz, 2.4 GHz radio

– Suitable to LAN and WAN applications
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Hubs, Switches & RoutersHubs, Switches & RoutersHubs, Switches & Routers

� Ethernet HUB

– Inexpensive multi-port repeaters

– Each node shares network 
bandwidth

– Non-deterministic network

– Star network

Hub

PLC PLC

100 m10 – 100 Mbps
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Hubs, Switches & RoutersHubs, Switches & RoutersHubs, Switches & Routers

� Ethernet Switch

– Intelligent Hub

– Delivers each data packet to 
appropriate destination

– Each node has full network 
bandwidth

– Still Non-deterministic but better 
performance

– Ethernet bridge connects 
separate network segments

PLC PLC

100 m10 – 100 Mbps HubSwitch

100 mHubBridge

HubBridge
100 m

Segment 2

Segment 1
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Hubs, Switches & RoutersHubs, Switches & RoutersHubs, Switches & Routers

� Ethernet Router

– More expensive and 
complex to set up

– Segments networks 
logically by IP address 
and mask

– Eliminates cross 
congestion from high 
traffic segments

Hub

Router

Network 1 Network 2

PLC

120.0.70.10

120.0.70.11

120.20.70.10

120.20.70.11

255.255.0.0.

120.20.0.0.
255.255.0.0.

120. 0 . 0 . 0

255.0.0.0.

120.0.0.0.
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Ethernet RedirectorEthernet RedirectorEthernet Redirector

Hub

Multi-port 

Terminal 

Server

Serial

BSAP

Modbus

Custom

Ethernet

Hub

Ethernet

Terminal

Server

Terminal

Server

Terminal

Server

Hub

Terminal

Server

Serial
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Wireless SCADAWireless SCADAWireless SCADA

� Radio reliability 

– Today's wireless networks are highly reliable

– Private RF cost effective networks

• Long range and short range networks

• Radio survey ensures reliable communication

– Public wireless networks

• Cellular

• Satellite



[File Name or Event]
Emerson Confidential
27-Jun-01, Slide 10

Remote Automation SolutionsRemote Automation Solutions 10

Wireless SCADAWireless SCADAWireless SCADA

� Licensed fixed frequency radio network 

– 450 MHz

• FCC licensed fixed frequency radio

• Offers some interference protection

• Allows fairly low antenna towers

– 928 - 952 MHz Spread Spectrum

• No license required

• Will be covered by FreeWave
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Wireless SCADAWireless SCADAWireless SCADA

� Cellular

– Growing popularity

– Will be covered by Digi
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Wireless SCADAWireless SCADAWireless SCADA

� Other networks

– Satellite networks

• Up to 400 Kbps

– Expensive, but sometimes only option in remote locations

– Frame Relay

• Known as the cloud network 

• 56 Kbps to 1.544 Mbps

• Fast, multi media network
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Short Range Wireless SCADAShort Range Wireless SCADAShort Range Wireless SCADA

High

Medium - New 

technologyMediumLowLow

SCADA 

suitability

Mesh 

networks,

Wireless I/O

Last mile 

delivery

PC drive-by,

Remote Security 

camera

PDAs 

PC accessories
PC 
peripherals

Typical

application

LowHighHighLowLowComplexity

Very LowHighHighMediumLow

Power

consumption

20 Kbps

40 Kbps

250 KbpsUp to 75 Mbps

11 Mbps

54 Mbps1 Mbps

62.5 

KbpsRate

902-928 

MHz

2.4 GHz

2.5, 3.5 & 

5.8 GHz

2.4 GHz   - b/g

5.4 GHz   - a2.4 GHz2.4 GHz

Operating

Frequency

10 - 100 

metersUp to 30 miles

100 meters  - b/g

50 meters    - a10 meters

10 

metersRange

ZigBee

802-16

WiMAX

802-11

Wi-FiBluetooth

Wireless 

USBProperty
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SCADA Communication ExamplesSCADA Communication ExamplesSCADA Communication Examples

� Let’s look at some examples of different SCADA 
communication networks
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Communications

Interface

SCADA ExampleSCADA ExampleSCADA Example

Flat or Radial 

network

Wastewater  

Treatment

Ethernet

Cellular

Operations

RF

Collection system 

& lift stations

Dial -line

Dial -line
Cellular

RF
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SCADA ExampleSCADA ExampleSCADA Example

Hierarchical 

network

Water Treatment

Pumping Station

Storage Tank

Distribution & 

WQM

Ethernet

Leased Line

WiFi

Cellular

Spread Spectrum 

Radio

Spread Spectrum 

Radio
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What is a Communication ProtocolWhat is a Communication ProtocolWhat is a Communication Protocol
� Protocols allow devices to communicate with one another

– Defines the rules they must follow

– A protocol is similar to a language

– Messages are defined in the language as words are defined in a 
dictionary

� Protocols are made up of messages, or data, control codes and 

security information

� Protocols are not defined by the communication media

– RS232 is not a protocol

– We can communicate in English via telephone, cell phone, radio or the 
internet, etc.

� Protocols may be simple or complex, proprietary or an open 
standard, synchronous or asynchronous
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� Field device protocols
– Connects field devices to PLC/RTU

– 4-20 mA, HART, Profibus, DeviceNet, Foundation Fieldbus

– ASCII, Modbus

� PLC/RTU protocols
– PLC/RTU vendor connectivity

– BSAP, Modbus, DNP3, CIP

– Polled, Polled RBE & Spontaneous RBE

� DCS & PC protocols 
– Protocols are the same as PLC/RTU protocols

– Custom device driver

– OPC

� Standard compatibility protocols
– Worldwide standards

– ODBC, ActiveX, FTP, HTML

Communication ProtocolsCommunication ProtocolsCommunication Protocols

You look hot in 

that dress
Pareces caliente en 

ese vestido
Sembrate grassi in 

quel vestito

Miscommunication
You look 

FAT in that 

dress

The Result
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Protocol ExamplesProtocol ExamplesProtocol Examples

TCP/IP

ActiveX 

& HTML

Router

WAN

Customer

NotebookBrowser
ODBC

OPC

ODBC

FTP

Modbus/IP BSAP/IP

Ethernet

DF1

HART

ASCII

BSAP
RBE

CIP
Modbus
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Benefits of IEC 611313 StandardBenefits of IEC 611313 StandardBenefits of IEC 611313 Standard
� Worldwide standard for PLC programming

� Most all major PLC/RTU manufacturers have implemented some 
level of IEC 1131

� IEC 1131 offers common programming concepts

– Many of the base function blocks are standard

� Allows knowledge portability

– Code is not currently portable

� Some versions support reusable User Defined Function Block

� Some offer program simulation on PC 

� Some use only the base set of functions

– Some offer proprietary extensions 

• Maximizes product uniqueness

• Empowers specific applications →→→→
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IEC 61131-3 Programming StandardIEC 61131IEC 61131--3 Programming Standard3 Programming Standard
� All five languages in IEC 61131-3

� Ladder Logic

– Graphical relay and coil logic

� Function Block Diagram

– Graphical programming

� Structured Text

– For calculations and conditional logic (IF, THEN, ELSE, etc.)

– Could be entire program

� Instruction List

– Basically Assembly Language

� Sequential Function Chart

– Flow chart style

– Useful for sequential applications - segments the program →→→→
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IEC 61131-3 is ExtendableIEC 61131IEC 61131--3 is Extendable3 is Extendable
� The Basics are defined by the standard

– Variables

– Basic ladder diagram functions

– Structured text 

� IEC 61131-3 allows individual manufacturers to 
add specific beneficial functionality

– Time-stamped Alarming

– Historical data storage and collection

– Advanced Function Blocks

– Communication protocols

– Flow charting

– ‘C’ language programming →→→→
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Project DesignerProject DesignerProject Designer
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Insert contact network

Assign tag names

Ladder DiagramLadder DiagramLadder Diagram
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Designer allows mixing

LD & FBD

ACCOL III

Function Block Library

Function Block DiagramFunction Block DiagramFunction Block Diagram
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Conditional Logic

and Calculations

Structured TextStructured TextStructured Text
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Organizes

ProgramsAction

Transition

Sequential Function ChartSequential Function ChartSequential Function Chart
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A program can be saved as a

User Defined Function Block and 

then used for Motor2, Motor3, etc. 

Build a library of your own FBs

User Defined Function BlocksUser Defined Function BlocksUser Defined Function Blocks
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Compile the program. Any errors

will be shown in this window.

Download and 

start the program

Debug mode 

for on-line values

On-Line DebugOnOn--Line DebugLine Debug
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HMI – aka. The Pretty PicturesHMI HMI –– aka. The Pretty Picturesaka. The Pretty Pictures
� Many levels of local and remote HMI & OI

� Local OI

– Character display with keypad

– Configurable integrated

– Third party products – e.g.. Maple Systems

• Typically Modbus or PLC driver

� Industrial Graphic Panel OI

– Serial or Ethernet

• Typically Modbus or custom PLC driver

• Touch screen display – 6” up to 12’

– OI vendor graphics development software

� Industrial Panel PC

– Serial or Ethernet

– Win CE or Windows XP operating system

– Supports OPC and multiple HMI vendor software →→→→
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SCADA HMISCADA HMISCADA HMI
� Web HMI

– Low end HMI for field techs and small SCADA systems

– Uses standard HTML& ActiveX web page development tools

– Thin and thick client versions

– Be careful of patent issues

� Small SCADA host

– Iconics, Wonderware, RSView, Cimplicity

– Custom PLC drivers or OPC data connectivity

– Provide graphic operator displays, alarming, 
historical data storage, trending, and reports

� OPC

– OLE for Process Control OPC Foundation

– Communication standard 

• Data Access Specification

• Alarm and Event specification

• Historical Data Access specification

– Vendor & third party providers →→→→
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SCADA Operations SystemsSCADA Operations SystemsSCADA Operations Systems
� Keys to effective Operations

– More than just an HMI

� Integrate SCADA into the business process

� Robust, reliable real-time database

� Redundant SCADA Servers

� Optimize for radio & wireless 

communication

� Support RBE

� Support connectivity standards
– ANSI SQL

– ODBC, ODA

– Java DBC

– VB scripting →→→→
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SCADA SecuritySCADA SecuritySCADA Security
� Water supply is a vulnerable asset

– A huge resource not designed with any thought to preventing attack 

– Therefore, relatively easy to gain access to it

� Intentional incident

– Bioterrorism

– Disruption of service

– Personal or corporate dumping

– Vandalism 

� Unintentional incident

– Accidental industrial introduction

– Accidental environmental introduction

– Aging pipe infrastructure  

Mischievous 

Youths
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SCADA SecuritySCADA SecuritySCADA Security

� Physical security

� Intrusion detection

� Facility access control

� Abnormal process measurement

� Video Monitoring

� Cyber security
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� CATV recorded video
– Local video recording

– Captures pre and post event video

– Useful for post event investigation

� Drawbacks
– E.g.. ADT 

– Expensive system

– Generally not compatible with SCADA infrastructure

– Requires separate communication infrastructure, monitoring & 
maintenance

� Live video over IP Ethernet
– Requires higher bandwidth requirement – 500 KB

– Pan-tilt-zoom

– Can record at security central system

Video MonitoringVideo MonitoringVideo Monitoring
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� Third party solution - LongWatch

– Compatible with Bristol and other brand products PLCs 

– Allows security over existing SCADA infrastructure

– Local storage on industrial PC

� Emerson Security Vision

– Integrated SCADA Security

• Video, alarming and facility access control

– Compatible with ControlWave PLCs

– Compatible with serial and IP wire & wireless networks

– Events detected and logged to PLC flash memory

– Pre and post event images automatically transferred to operations

Video MonitoringVideo MonitoringVideo Monitoring
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� Cyber Security - Connect to the Internet?

– Many advantages to internet connectivity

• Too many to ignore

– Networks are inherently insecure and require protection 

– SCADA more secure, but still a risk

• Isolate SCADA from corporate network 

• Use firewalls and narrow port access

– Control access & protect against disgruntled employees

– Keep Anti-virus updated

– Change passwords frequently

– Data encryption - pending requirement

– Employee training and education

– Employ expert consultants

Cyber SecurityCyber SecurityCyber Security



[File Name or Event]
Emerson Confidential
27-Jun-01, Slide 38

Remote Automation SolutionsRemote Automation Solutions 38

HART ProtocolHART ProtocolHART Protocol
� Digital Capability 

– Access to all instrument parameters & diagnostics

– Supports multivariable instruments

– On-line device status

� Analog Compatibility 

– Simultaneous analog & digital communication

– Compatible with existing 4-20 mA equipment & 
wiring Interoperability

– Fully open de facto standard

– Common Command and data structure

– Enhanced by Device Description Language

� HART provides many Asset Management 
benefits available with  fieldbus, while retaining 
the compatibility and familiarity of existing 4-20 
mA systems 
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ProfibusProfibusProfibus
� Developed by Consortium

– Large European base - Siemens

– Moderate U.S. acceptance

� Profibus PA (Process Automation)
– Field devices

– RS485, 32 nodes/segment, 1900meters, 31.25 Kbps

� Profibus DP (Decentralized Peripherals)
– PLCs, MCCs, VFDs

– RS485, 126 stations, 9600 to 12 Mbps, 100-1200 m

� Profibus-FMS
– Control bus used between PLCs & DCS

� PROFInet
– New for Ethernet
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DeviceNet, ControlNet & Ethernet IPDeviceNet, ControlNet & Ethernet IPDeviceNet, ControlNet & Ethernet IP
� Developed by Allen Bradley, maintained by ODVA

– Large U.S. base – Allen Bradley

– Small international acceptance

� DeviceNet
– Field devices

– 4 wire powered system, 64 nodes, 100 to 6000 m, 125 to 500 Kbps

– Application somewhat proprietary 

– MCCs, VFDs, some field devices

� ControlNet
– Deterministic network, 99 nodes, 5 Mbps via coax

– PLC to PLC & PC communication 

� Ethernet IP
– Ethernet implementation called Industrial Protocol

– Non-deterministic network

� CIP
– Control and Information Protocol used with DeviceNet, ControlNet & Ethernet IP
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Foundation FieldbusFoundation FieldbusFoundation Fieldbus
� Specified by Fieldbus Foundation

– Developed specifically for the process 
industries

– Growing worldwide acceptance and use

� H1 Segment interface
– Bus & star network up to 1900 m

– 31.25 Kbps

– Up to 16 devices per segment

– Separate and bus powered 

– Multiple wiring types

� HSE 
– Asset and diagnostics

– 100 Mbps Ethernet

� Architecture
– Diagnostic, alarming and field control

– Deterministic network

Process 

Data

Asset Data
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ModbusModbusModbus

� Developed by Modicon

� Serial and Ethernet versions

� Considered a De facto industrial protocol 
standard

� Many variations

– RTU & ASCII

– Byte order

– Floating point format

– Function code enhancements


