Network Architectures & Software
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Physical media
Copper direct connection
Phone line
Ethernet
Wireless
SCADA device communication protocols
ASCIIl, Modbus, DF1, DNP3, BSAP
Modbus TCP/IP, CIP, BSAP/IP
DeviceNet, Profibus, Foundation Fieldbus
Standard Internet/Intranet protocols
IP, FTP, html, Active X
Open connectivity protocols
OPC
ODBC
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o RS 232
— Upto 115 KB
— Point-to point local connections up to 100 feet
o RS 422/485
— 2 & 4 wire 32 node multi-drop up to 2000 feet
— Upto 115 KB
— Numerous 232 to 485 converters
o Private leased-line
— Diminishing in SCADA market
— Increasingly expensive
— Questionable reliability
— Slow- only 1200 to 19200 baud
o Dial-line
— Public telephone network

— Used for infrequent data collection and backup line
— Up to 56 KB

&
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Ethernet

IEEE 802.3 standard
10 Mbps, 100 Mbps & 1 Gbps
Copper connections

10/100Base-T
100 meter
Fiber optic connections
Up to 2000 meters
Wireless connections

No distance limit
900 MHz, 2.4 GHz radio

Suitable to LAN and WAN applications

il
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Ethernet HUB =

Inexpensive multi-port repeaters =

Each node shares network
bandWIdth 10 — 100 Mbps 100 m

Non-deterministic network
Star network

PLC PLC

&
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Ethernet Switch

Intelligent Hub
Delivers each data packet to

appropriate destination 10100 Mops /)

Each node has full network
bandwidth ‘

Still Non-deterministic but better PLC PLC
performance

Ethernet bridge connects
separate network segments

&
Remote Automation Solutions 6 EMERSON



Ethernet Router 255000, b
Iﬂ 120.0.0.9.

More expensive and
complextosetup =/

255.255.0.0.
Segments networks PO 120.20.0.0.
Network 1 Network 2

logically by IP address

and mask Router
Eliminates cross

congestion from high

_ 120.0.70.10 120.20.70.10
traffic segments 120.0.70.11 120.20.70.11
&
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hessage

PC or IP device Remote serial
RTU/ PLC e RTU/PLC
=erial Redirector Serial Terminal Serwver =erial
Message — adds TCPIAP — Message strips TCRIAP — Meszage
Wrapper
Communication channel
| | | Serial | =
25 ) ! ) i
i = Terminal : . : Modbus E Terminal
i ___________________________________ Server het Multl-pérlt EthafﬁAP ! Server
e (G Custom
r Hub L Serial
i Terminal i Terminal
i Server i Server
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Radio reliability
Today's wireless networks are highly reliable =

Private RF cost effective networks

Long range and short range networks

Radio survey ensures reliable communication
Public wireless networks

Cellular
Satellite

&
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Licensed fixed frequency radio network
450 MHz

FCC licensed fixed frequency radio
Offers some interference protection
Allows fairly low antenna towers

928 - 952 MHz Spread Spectrum

No license required
Will be covered by FreeWave

il
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Cellular
Growing popularity
Will be covered by Digi

&
Remote Automation Solutions 11 EMERSON



Other networks

Satellite networks

Up to 400 Kbps
Expensive, but sometimes only option in remote locations

Frame Relay

Known as the cloud network
56 Kbps to 1.544 Mbps
Fast, multi media network

il
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Wireless 802-11 802-16
Property USB Bluetooth Wi-Fi WiMAX ZigBee
10 100 meters - b/g 10-100
Range meters 10 meters 50 meters - a Up to 30 miles meters
902-928
Operating 2.4 GHz - b/g 25,3.5& MHz
Frequency 24 GHz | 24 GHz 54GHz -a 5.8 GHz 2.4 GHz
20 Kbps
62.5 11 Mbps 40 Kbps
Rate Kbps 1 Mbps 54 Mbps Up to 75 Mbps 250 Kbps
Power
consumption | Low Medium High High Very Low
Complexity Low Low High High Low
PC drive-by, Mesh
Typical PC PDAs Remote Security | Last mile networks,
application peripherals | PC accessories | camera delivery Wireless 1/0O
SCADA Medium - New
suitability Low Low Medium technology High
Remote Automation Solutions 13
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Let's look at some examples of different SCADA
communication networks

&
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Flat or Radial
network

Ethernet

Wastewater
Treatment

Operations

Communications

Interface

Cellular
Dial -line
Dial -line RF

B ®
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IE Hierarchical
|

network

Ethernet
Water Treatment

Leased Line

. Pumping Station
Cellular \\
Spread Spectrum Storage Tank

Radio @
i
Spread Spectrum Distribution &
-— Radio wQaMm

" WiFi
&5
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Protocols allow devices to communicate with one another
Defines the rules they must follow
A protocol is similar to a language
Messages are defined in the language as words are defined in a
dictionary
Protocols are made up of messages, or data, control codes and
security information

Protocols are not defined by the communication media

RS232 is not a protocol

We can communicate in English via telephone, cell phone, radio or the
internet, etc.

Protocols may be simple or complex, proprietary or an open
standard, synchronous or asynchronous

L
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look hot in
at dress
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ActiveX

OPC FTP WAN & HTML
ODBC obBC [_IES
................................... E-—3 TCP/IP Browser
Roliter
Ethernet
ModanPJ BSAPHP
” Modbus
?'l-"-—-—‘;:hpl

BSAP

HART ~
? .
&
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Worldwide standard for PLC programming

Most all major PLC/RTU manufacturers have implemented some
level of IEC 1131

IEC 1131 offers common programming concepts
Many of the base function blocks are standard
Allows knowledge portability
Code is not currently portable
Some versions support reusable User Defined Function Block
Some offer program simulation on PC
Some use only the base set of functions

Some offer proprietary extensions
Maximizes product uniqueness
Empowers specific applications -

il
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All five languages in IEC 61131-3
Ladder Logic

Graphical relay and coil logic
Function Block Diagram

Graphical programming
Structured Text

For calculations and conditional logic (IF, THEN, ELSE, etc.)
Could be entire program

Instruction List
Basically Assembly Language

Sequential Function Chart
Flow chart style

Useful for sequential applications - segments the program -

il
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The Basics are defined by the standard
Variables
Basic ladder diagram functions
Structured text

IEC 61131-3 allows individual manufacturers to
add specific beneficial functionality

Time-stamped Alarming

Historical data storage and collection
Advanced Function Blocks
Communication protocols

Flow charting

‘C’ language programming —

il
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- 1 =N ||='"'.
Rk P [ = ([
_ reate a
new Project

Ei _'| '!':|== = |E_

Program : =

workspace |
ER— |

<independent: {independent:

&
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= !-i : E a2l : 3 | . B
o< 5] A A IW-:' | |_EH ” HHH | |
E@ Froject

EI% Libraries

; ACCOLZ : -
..... taP?yE;SSNDS“ ool MDtDr_?tart _ MDtErERun I Insert contact n etW Ol’k
EI Logical POUs I )

e - Assign tag names

Sample™ _

E-5a Physical Hardware®

“fTE] 10_Corfigurati

&
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E@ Project
EI% Libraries
L ACCOLF

o1 Motor_?tan Maotar_Fun

r o !
r .
Mator_Run

L PROCOMOS®
o) Data Types
=23 Logical POUs
Em Sample”
“[i] SampleT
Samplev®
) ot

-G Physical Hardware®
Eﬁ RTU_CFG : IPC_33*
Elﬁ RTU_RESOURCE
R Tasks
% RTU_RESOU
. |0_Configurati

Flow_101 Off |

< (@0 [ 90
Designer allows mixing

LD & FBD
ACCOL Il

Function Block Library

&
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I E
=3 Project . 1 IF IN1 THEHN
=3 Libraries — - OUT := 1:
il - END_IF;
L pROCONDS® 4 IF INZ THEHN o _
----- 3 Data Types 5 OUT := 2; Conditional Logic
& END IF; .
Lagical POL _IF:
B ?ﬁg'g‘zm : . ¢ N3 THEN and Calculations
- ~[f] CalelT r ouT = 3
- Cale1y = END IF:
N Caled 10  F101 SETPT :=F100 INPUT*FLOW RATIO/1000.0;
é__,@ T 11  F101 INPUT :=F101 OUTPUT LAG*F101 K2:
----- m SampleT
----- S ample™
----- [T] Sample®
EI% Phwzical Hardware*
=@ RTU_CFG : IPC_33
=8 RTU_RESOUR
al : -"Wr T L'J
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FedRay=esdlaaEoRaren &2 == a || =]H

i g JJQ e == |E”] A ”? [ Neme] |ﬂ JJHH){ refE i A T G P ] |E|",E| |-|s_',|_
==l
@ Histarical =]
@ Security

:% ﬁ,ﬂawe [mitalze | n [ micca |

Ex-[8] Custom_Module 001 BKWH_START
(0] List_Modules I 17

62-[8] Moto | Organizes

B-[E| MoterCantralFE

&-[0] LADDER Action & |orem | n | oremsT | Programs

&-[0] TIMERS

=-[0O] Filker H'

DEI e Transition »
Filkery -
2] [Filter | WaSH H M |BﬂCKWASH_ST|
b Transitions
-9 Actions 002 BKWH_STOP
Calc Ll
Fiatio

~[i] RatiaT | sTor | STOP_ST
-5 Ratioy
RAMP_DOWN_BKWH_ST

R atio -
& I LElGEEES] | FILTER |— M |RUN_FILTER

=l 002 FILL RESET N | FILL_RESET

L Backwash

1--[F

(=

M-
Ll

]

Group:

|<Favorites>

Ll

Mame | Dezcription
W A0D Addition
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E Purnps
E Comp_Demo
m-[&] List_Single_Exec Motor_1 Speed_Control_Out
E-0] Historical MotorControlFE
E S ecuiity Stop— Motor_Stop  Speed_cortrol
E BOB Speed_Input Motar_Run —FRun .
B 0] DO_Cycle Motor La
(1] Custom_Module Start—| Maotor_Start
E List_Modules
E_ﬁ_ b akar
; HE L YR, —_—
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=/ Logical POLs = ; § T PRI
E-[0] Pumps ! Ie s
E Comp_Dema a0 e
E Lizt_Single_Exe PRRETOE)
@-[0] Histoieal )L - o - - - - e emmaale - o . .o
E Securiy -+ ———————npet aowperp - - - - -
E BOE e LR IR
(0] DO_Cpele NI | I -l I
oW cmeas ||| SR A program can be saved as a
T RN .. User Defined Function Block and
----- Motory .
| gt e then used for Motor2, Motor3, etc.
"5 Mawco Build a library of your own FBs
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@-[0] DO_Cpcle |
E Cuztorn_kodub [NpN [Motor Start Shut_Dowen Motor_Run
% List_todules : Download and = =]
(0] Mator
i R
E|_E_| MotorControlFB Motor_Run start the prograﬁ'l “
1] MotarContr COMPARATOR 1 Stop | caE|
53 MotorCont COMPARATOR
; 22| MotorCont ibMode orOutput_1 | figset | ki I
[T | MotarContr =
-[0] L&DDER |) b irInpLt oroutput_2 o Flz
g:% llll:l:EHS ebug moae irSetpoint  oroutput_3 | Download | Upload |
= o for on-line values  +{ibesdbard cboutaut 1 W—l B | e |
#-(0] Ratio
(0] inittsk obOutput_2 - Cose | Heb |
=18 Physical Hardware obhOutput_3 =
B- E8 RTU_CFG : IPC PID3ITERM 1
E-&8 RTU_RES PIDZTERM
=58 Tasks 5 d I irInput oroutput —Speed_control
: pedgd_Input—e
3.5999957E+002
B @ EL’v 3. BO000R0SE+O02 irSetpoint orError o
| . Speed Select .
. +
_IG" ST 3 6000000E-+002 = irbeadband
I I - \ 4 =ET 16.0— fProportion
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Graup: 360.0— IND o irDerivative
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| Hame I Dezcription Q ihTraclk
il Processing data ... ;I

Creating task info ...
Creating initialization code ...
'Q 0 Erroris), 1 Warningis)

Compile the program. Any errors
will be shown in this window.

AT W1 Build £ Errars » YWarnings & Infos # PLC Errars & Print &
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Many levels of local and remote HMI & Ol _
Local Ol

Character display with keypad
Configurable integrated

Third party products — e.g.. Maple Systems
Typically Modbus or PLC driver

Industrial Graphic Panel Ol

Serial or Ethernet

Typically Modbus or custom PLC driver
Touch screen display — 6” up to 12’

Ol vendor graphics development software
Industrial Panel PC

Serial or Ethernet

Win CE or Windows XP operating system

Supports OPC and multiple HMI vendor software  —

&
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» Web HMI

— Low end HMI for field techs and small SCADA systems
— Uses standard HTML& ActiveX web page development tools

— Thin and thick client versions
— Be careful of patent issues

o Small SCADA host
— lconics, Wonderware, RSView, Cimplicity
— Custom PLC drivers or OPC data connectivity

— Provide graphic operator displays, alarming,
historical data storage, trending, and reports

« OPC

— OLE for Process Control OPC Foundation

— Communication standard
Data Access Specification
+ Alarm and Event specification
Historical Data Access specification

— Vendor & third party providers —

Remote Automation Solutions 31
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» Keys to effective Operations
— More than just an HMI

Integrate SCADA into the business process
Robust, reliable real-time database

Redundant SCADA Servers s
Optimize for radio & wireless
communication

Support RBE

o Support connectivity standards i .
— ANSI SQL Tl e - g
— ODBC, ODA 4050 g e S g | { | g | Gt | e | TR L™

— Java DBC
— VB scripting -

hrm B e Nk e o S S ieerre. e

A
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o Water supply is a vulnerable asset
— A huge resource not
— Therefore, relatively

» Intentional incident
— Bioterrorism

— Vandalism
» Unintentional incident|
— Accidental industrial
— Accidental environm
— Aging pipe infrastrucec

Mischievous
Youths

&
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Physical security

Intrusion detection

Facility access control

Abnormal process measurement
Video Monitoring

Cyber security

il
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CATYV recorded video
Local video recording
Captures pre and post event video
Useful for post event investigation

Drawbacks
E.g.. ADT
Expensive system
Generally not compatible with SCADA infrastructure

Requires separate communication infrastructure, monitoring &
maintenance

Live video over IP Ethernet S
Requires higher bandwidth requirement — 500 KB
Pan-tilt-zoom \g
Can record at security central system

il
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Third party solution - LongWatch
Compatible with Bristol and other brand products PLCs
Allows security over existing SCADA infrastructure
Local storage on industrial PC

Emerson Security Vision

Integrated SCADA Security
Video, alarming and facility access control

Compatible with ControlWave PLCs

Compatible with serial and IP wire & wireless networks

Events detected and logged to PLC flash memory

Pre and post event images automatically transferred to operations

L
g
&5
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Cyber Security - Connect to the Internet?

— Many advantages to internet connectivity
« Too many to ignore
— Networks are inherently insecure and require protection

— SCADA more secure, but still a risk
 Isolate SCADA from corporate network
» Use firewalls and narrow port access

— Control access & protect against disgruntled employees
— Keep Anti-virus updated

— Change passwords frequently

— Data encryption - pending requirement

— Employee training and education

— Employ expert consultants

il
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Digital Capability

Access to all instrument parameters & diagnostics
Supports multivariable instruments

On-line device status
Analog Compatibility
Simultaneous analog & digit:

Compatible with existing 4-2
wiring Interoperability

Fully open de facto standard
Common Command and dat
Enhanced by Device Descrij

HART provides many Asset |
benefits available with fieldb
the compatibility and familiari
mA systems

Remote Automation Solutions

Modbus link
(RS232)

#0 . 5mf

Analog San

Qperator
Interface

AW
WAVRY

HART digital communication
provides operator interface
to loop for changing SP and
raading PV or VO

e
Multiplexer HART-based
{HART Master) HART Transmitter w/
FID [Sia'.-e) 4-20mA to
1 position valve
+ 4-20mA |
} " Control untrul
Lnup

& Control

'ﬁw:". Walve
-
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Developed by Consortium

Large European base - Siemens

Moderate U.S. acceptance
Profibus PA (Process Automation)

Field devices

RS485, 32 nodes/segment, 1900meters, 31.25 Kbps
Profibus DP (Decentralized Peripherals)

PLCs, MCCs, VFDs

RS485, 126 stations, 9600 to 12 Mbps, 100-1200 m
Profibus-FMS

Control bus used between PLCs & DCS

PROFInet

New for Ethernet

<
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Developed by Allen Bradley, maintained by ODVA
Large U.S. base — Allen Bradley
Small international acceptance

DeviceNet
Field devices
4 wire powered system, 64 nodes, 100 to 6000 m, 125 to 500 Kbps
Application somewhat proprietary
MCCs, VFDs, some field devices

ControlNet
Deterministic network, 99 nodes, 5 Mbps via coax
PLC to PLC & PC communication

Ethernet IP
Ethernet implementation called Industrial Protocol
Non-deterministic network

CIP

Control and Information Protocol used with DeviceNet, ControlNet & Ethernet IP
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» Specified by Fieldbus Foundation Hsih B o ns
— Developed specifically for the process Management  SCADA host
industries

— Growing worldwide acceptance and use
» H1 Segment interface
— Bus & star network up to 1900 m

[

— 31.25 Kbps Asset Data&| T HsE ﬁ Process
— Up to 16 devices per segment s Data
— Separate and bus powered HSE Server
— Multiple wiring types
o HSE H1 Segment
— Asset and diagnostics H1 Segment —Q“,
— 100 Mbps Ethernet e .
» Architecture e a
— Diagnostic, alarming and field control E’ /e > EE;E;;‘”TQ
— Deterministic network ' '

Loyt
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Developed by Modicon
Serial and Ethernet versions

Considered a De facto industrial protocol
standard

Many variations
RTU & ASCII
Byte order
Floating point format
Function code enhancements

<
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